
Compliance and Certifications
GDPR Compliant
We strictly adhere to the General Data Protection Regulation (GDPR) 
guidelines, ensuring that data privacy and protection are integral to our 
practices.
ISO 27001 Certified
Our information security management system (ISMS) is ISO 27001:2022 
certified, demonstrating our commitment to maintaining a systematic 
approach to managing sensitive company information.
SOC-2 Type II
We successfully pass SOC-2 Type II audits without exceptions, assuring that 
our security controls meet the highest standards of security and reliability.

Employee 
Security 
Awareness
All employees are committed 
to annual security awareness 
training, fostering a security-
conscious culture and 
equipping our workforce to 
recognize and respond to 
threats.

Regular Security 
Assessments
To fortify our defenses, we conduct 
annual penetration tests, identifying 
and resolving vulnerabilities that may be 
exploited by malicious actors. Regular 
vulnerability scanning allows us to 
proactively address potential security 
weaknesses and maintain a robust 
security posture.

Information Security Foundations
Industry Standard Cloud Native Hosting on AWS
We employ industry-standard cloud-native hosting services 
provided by AWS and Salesforce, ensuring a robust and 
reliable infrastructure for our digital operations.
Data Encrypted in Transit and at Rest 
(AES256 Encryption, HTTPS, TLS 1.2)
All data is secured with the highest standards of encryption, 
including AES256 encryption for data at rest and the use of 
HTTPS and TLS 1.2 for data in transit, safeguarding the 
confidentiality and integrity of your information.

Additional Resources
For those who require a deeper understanding of our information security practices, our full Information Security 
Management System (ISMS) documentation is available at trust.arkestro.com with a valid mutual NDA.
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